Business Continuity Plan 2017

Pursuant to FINRA Rule 3510, World First Financial Services, Inc. (WORLD) has developed a business continuity plan in the event of a disruption of communications service, both data and voice. In addition, the Firm has taken safeguards to ensure that the Firm will be able to operate in times of severe outages. 

This plan will be segregated into two key areas, WORLD’s plan and that of its clearing agent, First Clearing LLC (FCC), as it relates to WORLD.

World First Financial Services, Inc. (WORLD)

· Management Approval

james des londe will be responsible for approving the initial and annual updates of the plan. The plan will be promptly updated as needed in the event of any material changes in the plan or structure of the Firm.

· Disclosure to Customers

WORLD will provide in writing as part of the new account process a copy of its business continuity plan. WORLD will post on its website, www.debary.com and www.worldfirstfinancial.net, a copy of the plan. WORLD will have an available copy of the plan for customers on request.

· Emergency Contact Information

Pursuant to FINRA Rule 3520, the Firm has named James Des Londe as the primary contact and MATTHEW CLARK as an alternate contact person. This information will be provided and updated annually on the FINRA Website.

First Clearing, LLC (FCC) - Clearing Agent

FCC has successfully supported critical business activities during hurricanes, tornados, blizzards and other natural and man-made disasters. These events have tested their readiness to handle system disruptions across virtually all dimensions; safety, systems, telecommunications, physical space, process and procedures. 

The following key issues are included in FCC's ability to recover from events that may cause business interruption:

· Identification of all mission critical systems and system backup and recovery

· Review of financial and operational risks

· Alternative communications between FCC and WORLD
· Employee safety strategies and communication

· Systems and communication accessibilities

· Alternate physical site locations
Business Continuity Plan

1. Data Backup and Recovery

2. Mission Critical Systems

3. Financial and Operational Assessment

4. Alternative means of communications between the firm and its clients
5. Alternative means of communications between the firm and its team members.
6. Alternate physical locations of team members
7. Critical business constituent, bank and counter-party impact.
8. Regulatory Reporting
9. Communications with regulators
10. Customer access to funds and securities
1. Data Backup and Recovery

WORLD
Data

All mission critical systems and information is backed up every night to electronic media.  The firm also has redundant ISP’s so that in the event one ISP fails, information automatically is routed through a different ISP. 

In the event of an occurrence that prevents transportation to the office, systems can be accessed via VPN.

If VPN is not accessible, Smartstation quotes, Bloomberg and access to FCC's systems are available through the Internet. 

The Firm's clearing agent is headquartered in St.Louis, Missouri with some operations in Richmond, Virginia. Firm principals and representatives can have access to communications service in the event of total failure. In the event of total business disruption at the Firm's location, alternate temporary sites will be made available by 246 Fifth Avenue, New York. The building has locations available in the event of a business disruption. This includes but is not limited to telecommunications, data communications and Internet availability.  Available locations Herald Square, Lincoln Square, Hudson Yards, City Hall Park in New York City and Williamsburg in Brooklyn, NY.
Access to First Clearing will be as follows:

Trading 
877-496-3223     Clients may call to place orders during emergency only
Non-Trading 

877-496-3223
    Available during emergencies only for Financial 




   Advisors and clients to inquire about accounts, liquidate

                           positions, have checks issued, etc.              
Telecom

The Firm is located at 246 Fifth Avenue, New York and is provided telephone service by ShoreTel Networks, a VOIP provider. The Firm has confirmed that telephone service at 246 Fifth Avenue is filtered through two separate locations. Therefore, if one area in the building is affected by a disruption of service, all calls can be routed through an alternate exit/entry point.

In addition, the hubs for those locations are not within 246 Fifth Avenue, but strategically located at two separate distinct locations. One inside and the other outside of New York City.

FCC


Our clearing firm, FCC, regularly backs up its important information in a geographically separate area.  While every emergency situation poses unique problems based on external factors, such as time of day and the severity of the disruption, FCC has a thorough Business Continuation Plan in place.  FCC has advised us that its objective is to restore its own operations in order to complete existing transactions and accept new transactions and payments in a timely manner.
2. Mission Critical Systems

WORLD
Data Communications

Bloomberg

Thomson Financial

The Firm has implemented a system where as under a severe outage, all personnel including critical management will have access to the system via the internet by secured private access connection which is multi password driven.  Final access to this system is controlled by a RSA Secure ID with a password change every 90 seconds. All internal systems can be directed to other hubs in Staten Island NY, Union NJ and Venice Fl within minutes of a disruption.
Phone mail and email can be accessed remotely.

In the event of an anticipated event, WORLD can obtain hotel rooms for key personnel and pro-actively staffs the Firm prior to the event.

FCC


Backup Power


FCC sites are located in buildings with generators 





and UPS.


Separate Sites


FCC mission critical systems are located in separate 




cities.

Contingencies for Weather 
Hotels rooms can be obtained for essential key persons.  Alternate sites are readily available for use 24/7/365 for usage.  There is no delay.
Designated Contingency Site 
FCC prepares designated contingency sites with dedicated desktops, telephones and access to FCC's network and mainframe.

Alternate Site Tests

Each alternate site conducts site tests at least 





annually to ensure critical functions can be made 




readily available.
Technical Support
The firm utilizes Setton Consulting for internal infrastructure support at 246 Fifth Avenue and SINU for technical support both on site and at all remote locations.
3. Financial and Operational Assessment

WORLD
WORLD has identified the time criticality of each business function as well as the resources that these functions require to successfully recover. Key employees have been trained to proactively respond to occurrences of business disruption. The Firm will maintain adequate capitalization in the form of excess net capital supplemented by the ability of shareholders to immediately subordinate temporary capital in order to ensure that the Firm is able to operate in a normal mode in the event of a business disruption.

FCC

FCC has identified the time criticality of each business function as well as the resources that these functions require to successfully recover. Key employees have been trained to proactively respond to occurrences of business disruption. 

Additionally, FCC has promoted employee training as it pertains to event management and emergency communications tools.

4. Alternative Communications between Customers and Members

WORLD
In the event of a business disruption occurrence with non-access to the Firm's premises, ShoreTel (the Firm's telephone provider) has the ability to immediately direct customers and other interested parties to an alternate number where representatives of the Firm can be reached. The time parameters for this redirection is less than 5 minutes and can be filtered to any one of 3 remote location all in different states.

At this alternate location, notification to clients will include length of outage, information regarding the Firm's ability to process client requests and order and support information i.e. where to send faxes, issues pertaining to delivering of client funds, etc.

FCC

FCC has established procedures for relationship managers and client service managers to follow in the event of an outage. Notification to WORLD will include information regarding length of outage, instructions for contacting FCC client services and relationship management and support information i.e. issues pertaining to data 

transmissions and communications.
Alternate Communications between Employees and Members

WORLD
In addition, access to the remaining employees has been delegated to certain key individuals via telephone access. Each key employee has either a pager, cell phone or direct access Internet ID.

FCC
FCC has implemented employee awareness and training programs with regards to event management and emergency communication tools. In that respect, FCC keys on the followings aspects:

· Educating team members on the criticality of the functions they perform
· Identifying employee roles in a contingency event

Key support employees are required to have pagers and/or cell phones for immediate response to a business outage.

5. Business Constituents

WORLD
WORLD does not have relationships with business constituents that would be affected by a business disruption within the Firm with the exception of its clearing agent. In this regard, these procedures clearly identify FCC's preparedness in the event of a business disruption by one of its correspondents.

FCC

FCC has demonstrated its preparedness for an unexpected business disruption within its correspondent network. FCC has alternative system access, sites and services in place to cover any such disruption. 

In addition, FCC tests backup communications with critical third parties including banks and exchanges.

6. Regulatory Reporting

WORLD
WORLD ensures that regardless of the length of an outage at their primary location, they will be able to continue to meet all regulatory requirements for reporting, as mandated by the Securities and Exchange Commission, FINRA and MSRB. WORLD has alternate locations in Venice, FL and Union, NJ to file any required reports in the event of WORLD's inability to report from their primary location.  Both alternate locations are located in different states and therefore, in the event of an outage, should not be affected by the same disruption. Additionally, the firm has implemented the use of a third party provider, Mozy, a contingency software backup, to supplement the firm’s hardware backup for Quickbooks.  This backup will allow the firm’s financial staff and the auditors to remotely access the firm’s financial records in the event of a severe outage.
FCC

FCC's business contingency plans are designed to ensure that regardless of the length of an outage at their primary location, FCC will continue to meet regulatory requirements on behalf of WORLD as mandated by the regulatory authorities.

7. Communication with Regulators

WORLD
WORLD will communicate with its regulatory authorities regarding the nature and extent of any significant outage at their primary location, as required by applicable law and regulation.

FCC

WORLD has been assured that FCC will communicate with its regulatory authorities regarding the nature and extent of any significant outage at any of their WORLD supporting locations.

8. Disruption of Critical Counterparts
FCC has contacted their critical business constituents (businesses with which they have an ongoing commercial relationship in support of operating activities, such as vendors providing critical services) and determined the extent to which they can continue business relationships with them in light of an interrupting incident or event. FCC will quickly establish alternative arrangements if a business constituent can no longer provide the needed goods or services when required because of a disrupting incident or event.
(July 2017)
